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Don't Let Your Business Be Held for Ransomware
Gold Level

SCORE
Rieva Lesonski

Is your small business at risk from ransomware? The latest cyberthreat, ransomnware attacks
work like this:
Hackers infiltrate your business network, encrypt your data and then hold it for
ransom, refusing to un-encrypt it until you pay up.

Silver Level

Bronze Level

While ransomware has been around for a while,
it’s becoming more insidious and more widespread,
Symantec reports. The latest development, cryptoransomware, uses unbreakable encryption so that
even if you remove the malware from your system,
you still can’t read your data.
Ransomware on the rise
Ransomware has become easier for cybercrooks to
use; as a result, the number of attacks—and
specifically, attacks on small businesses—is on the
rise. But if you haven’t heard about the ransomware threat yet, it may be because many
businesses that are attacked never report the incidents.
In a recent survey by the Ponemon Institute, about half of small and midsize businesses report
suffering a ransomware attack, and about half of those paid the ransomware demands. However, worried about negative publicity, many who pay up keep the attacks a secret. Ironically,
the fewer businesses that report ransomware attacks, the harder it is for authorities and experts
to combat the attackers.
The average ransom demanded by attackers is $2,500, according to the Ponemon survey.
While that may not sound like much, ransomware attackers can strike again and again—and
the actual ransom paid isn’t the only financial loss you’ll suffer. Last year, ransomware cost
U.S. small businesses $75 million in downtime, according to Datto. Sixty-three percent of
small businesses affected by ransomware report downtime, Datto says, while 48 percent lose
critical data.
Ponemon surveyed the people responsible for containing ransomware at SMBs; most said
their employers believe they’re too small to be targeted. However, the survey respondents
themselves (i.e., the people on the front lines) have a very different opinion. Nearly six in 10
respondents who had experienced an attack believe cybercriminals specifically targeted their
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Your Chamber Working For You

We'd like to share some ways we have promoted your business in March…

Phone
Calls

Office
Visitors

Referrals

Directories

Maps

Information
Packets

488

301

2,576

411

32

109

Monthly Network Luncheon

Assemblymember Vince Fong
Please join the Greater Tehachapi Chamber of Commerce at our April
Chamber Network Luncheon, Tuesday, April 18, 2017, 12:00 p.m.
at Big Papa's Steakhouse & Saloon, 1001 W Tehachapi Blvd, C200
Our guest speaker will be Assemblymember Vince Fong.
Assemblymember Vince Fong will give an update about his time in the
legislature, as well as an overview of his 2017 Bill Package. The
Assemblymember’s legislation is centered around making California
more affordable for middle class families, as well as improving the
regulatory environment that is constraining small business on a day to
day basis. Fighting against the status quo in Sacramento is his top priority.
Legislation Assemblymember Fong has introduced includes; greater checks and balances
from the legislature of regulatory agencies, transportation funding which does not include
new taxes, and California Environmental Quality Act (CEQA) reform and Private Attorneys
General Act (PAGA) reform. These are just a few of the bills that have been introduced by
the member, and a full list will be provided at the luncheon.
Vince Fong was elected to represent the 34th Assembly District, which encompasses most of
Kern County including Bakersfield, Bear Valley Springs, China Lake, Frazier Park, Golden
Hills, Inyokern, Lebec, Oildale, Ridgecrest, Taft, and Tehachapi.
From a young age, Vince knew that he wanted to positively affect the region that he has
always called home, and he recognized that policy provided him with the opportunity to
achieve this goal.
Vince began his career with Congressman Bill Thomas, Chair of the Ways and Means
Committee, working on international trade policy to open up markets for our nation’s farmers
and small businesses. He then returned home to serve the residents of Kern County.
For nearly a decade, he served as the district director to House Majority Leader and
Congressman Kevin McCarthy, where he managed public policy issues for the region, worked
to create jobs, made commonsense reforms, and fought to improve the quality of life for our
neighbors and families.
Vince has helped to lead the conversation on energy independence in California and worked
to develop policies that permit business expansion and enhance job opportunities for local
residents. He has worked with local small business owners to create a climate for small
business growth. He helped organize the Valley Fever Symposium, bringing the issue into the
national spotlight and convincing leaders in healthcare to conduct research and find solutions
to a growing problem.
Each day, Vince works with local leaders and organizations to put California’s job climate
back on track. He has seen first-hand the burdens of bureaucracy and red tape. His efforts to
lower taxes, reduce burdensome regulations and limit government overreach, remind elected
leaders that free-markets and competition are the keys to a successful economy and goodpaying jobs.
Vince is a lifelong resident of Kern County. He earned a bachelor’s degree from UCLA and
master’s from Princeton University. He serves on the boards of the Jim Burke Education
Foundation and Honor Flight Kern County where he works to send WWII, Korean War and
Vietnam Veterans to Washington, DC to see their memorials. Vince is also a lifetime member
of the NRA.
The cost is $15 for Chamber Members, $20 for Non-Chamber members, which includes
lunch.
Reservations are required. Please make your reservation by calling the Chamber at
661-822-4180. Reservation deadline is Friday, April 14, 2017.
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tehachapi.com working
for our members

We'd like to share with you a summary
of our website business directory
activity last month
Main Directory Search Page Visits

703

Alphabetical Listing Search

2,571

Categorical Listing Search
Search For
New Member Listing

5,340
139
85
1,148
359

Referred to Member Website
Emails Sent to Members
Member Map Views

2,389

Calls Placed to Members
Category Sponsor Ad

2,629
11
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Welcome Our Newest
Members

April Luncheon Sponsor

BV Cub, Inc.
Faith Green
785 Tucker Rd, Ste G, PMB 128
Tehachapi, CA 93561
(661) 750-4428

South Street Digital opened its doors just over two years ago this last
January. Since opening, our footprint has expanded into two suites
allowing us to expand our products and services.

Trailhead Insurance Services, LLC
Sammi Irvin
20011 W. Valley Blvd, Ste A
Tehachapi, CA 93561
(661) 368-4447

We pride ourselves in providing the best possible customer service
we can. Working hand in hand with our customers provides a final
product that is high quality and the exact product in which our
customers are looking. Because of the lengthy experience our staff
has in the design & print industry, this affords us opportunities to
introduce new ideas and options to our customers’ projects.
Customers have brought us their paintings in which we digitized and
reproduced their artwork for greeting cards, invitations or a simple
poster. Other projects range from personalized wedding packages
with luggage tags to perfect bound books of family letters from
World War II, all amongst many other design & print collateral such
as business cards, brochures, flyers, carbonless forms, signs, banners
and more.
If you are trying to reach your own customer base, we also provide
direct mail services. Just send us your list of addressees and we can
print and mail directly to your customers for you.
We print a wide variety of materials on a wide variety of mediums.
Most work is printed right here in Tehachapi. For any job that is too
large or too costly, we also provide print management services and
will supervise all aspects of your job with another printer.
So, don’t hesitate to let us print for you!”
20825 South St, #B
Tehachapi, CA 93561
661-823-4908
www.southstreetdigital.com

info@southstreetdigital.com

Registration Opens March 25th
Register online at www.AYSO479.com
Early Bird Discount Until May 17th
Contact us:

Ø E-mail ayso479@gmail.com
Ø Call 661-977-6262
Ø Or visit www.Facebook/TEHACHAPIAYSO
Ø

April Membership Anniversaries
29 Years

Kiwanis Club of Tehachapi

18 Years

Dave's Auto Repair
Tehachapi Bible Bookstore

16 Years

BVS Properties
Snow Orthodontics
The Balancing Act

12 Years

Jackie Wood Photography
Murray Family Farms

11 Years

City of Tehachapi
Terrio Therapy-Fitness, Inc.

9 Years

Brady Chiropractic
Goldfish Publications, LLC
Petra Mediterranean Deli & Restuarant

8 Years

Airstreams Renewables, Inc.
Fairfield Inn & Suites by Mariott
Hungry Howie's Pizza
Tehachapi Fitness

5 Years

Alert Disaster Restoration
Home Depot
Kaiser Permanente
Truxtun Radiology Medical Group

4 Years

Glenwood Gardens

2 Years

Big Papa's Steakhouse & Saloon
Chaingang Outlaws Apparel
The Dog House Saloon

1 Year

Recover Your Cub
Tehachapi Mountain Group

3

City of Tehachapi
Greg Garrett
Tehachapi City Manager
With the spring season upon us in
Tehachapi, we see colors return to our
landscape, activity and movement in our
day to day life. Our business life in
Tehachapi is seeing growth and movement
in a positive direction as well.
At a recent Greater Tehachapi Economic
Development Council meeting Tom Mendes
of the California State Board of Equalization shared some
valuable information that can benefit some of our local
businesses. Mendes told the group to ask yourself, “Do you
make something.” If the answer is yes then this may be for
your business. A tax exemption for manufacturing and research
& development has been available since July 2014.
The BOE lays out the eligibility for businesses on their web
page;
1. Be engaged in certain types of business, also known as a
“qualified person.”
2. Purchase “qualified property.”
3. Use that qualified property for the uses allowed by this
law.”
If you manufacture a product of any kind and you are thinking of upgrading or replacing your equipment this may benefit
you now. You can also apply for the tax exemption if you have
already completed a purchase of manufacturing equipment for
your business.
A recent article in the The Loop Newspaper mentioned local
success
stories for a couple of our businesses that utilized this tax
exemption to save money on the purchase of necessary equipment related to the manufacturing done in their business.
The Board of Equalization has also made themselves available
to assist you with questions and making sure the paperwork is
correctly filled out or if you are eligible.
The City of Tehachapi is also available to assist you if you are
interested in exploring new business ideas, expanding your
business or if you have any other issue.
We encourage you to engage us, call, and email or stop by
Tehachapi City Hall.
More information can be found on the California State Board
of Equalization website:
https://www.boe.ca.gov/sutax/manufacturing_exemptions.htm
The GTDEC meets the first Wednesday of each month at the
Tehachapi Police Department community room.

Ransomware / From Page 1

companies. More than two-thirds (67 percent) say ransomware poses a greater threat than any other type of malware.
How to protect your business
Protecting your business from ransomware starts with some
basic cybersecurity steps. Install firewall protection and
anti-virus software. Set operating systems and software
to update automatically so security fixes and patches are
always in place.
Once you’ve taken these actions, it’s time to focus on your
employees. Human error is a primary way ransomware
infiltrates small business networks. According to Datto, 46
percent of ransomware cases are linked to phishing (phony
emails) and 36 percent result from employees who are
inadequately trained in cybersecurity processes.
Start by developing a cybersecurity policy and educating
employees about it. This should include developing strong
passwords, changing them frequently (at least every six
months or more often), and not sharing passwords with
others.
Teach employees to avoid opening suspicious email
attachments or links, especially in emails from unknown
senders. Spear phishing is becoming more common: In this
type of attack, hackers send emails that appear to come from
inside the company, so recipients are more likely to open
them. Train employees to examine all unexpected emails
with attachments or links carefully, no matter who they
come from, and to contact the sender before opening links or
attachments if they have any concerns.
Clearly, it’s getting harder and harder to identify malicious
phishing emails. That’s why backing up your data may be
the most essential step to protecting your business from
ransomware. In the Ponemon survey, 42 percent of
businesses that suffered a ransomware attack were able to
avoid paying the ransom because they had a full backup.
Back up and store your business data in multiple places,
including both secure cloud-based storage and physical
backups. Maintain copies off-site. Regularly test your
backups to make sure they’re working properly. Finally,
make sure you can restore your data quickly if needed.
Being able to restore data in one day vs. one week can make
a big difference to your bottom line and reputation.

This space could be yours!
Call the Chamber for
information on putting your
business card and web link
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County of Kern
Zack Scrivner
Kern County Supervisor - Second District
County Fire Department Staffing Changes
I am keenly aware of the need for adequate
fire protection in the rural areas of Kern
County. I also must be a good steward of
the county’s tax revenue, especially in the
face of our declared fiscal emergency, and
must balance these two areas of policy. The
county is projecting a $41 million structural
deficit next fiscal year. Nearly 25% of the
county’s overall fiscal problem is the Fire Fund, which will run
a $9.1 million structural deficit next year. The Fire Fund pays
for Fire Department operations, including salary and overtime for
fire fighters countywide. Unless property tax revenues rebound
significantly, or measures are taken to achieve substantive,
on-going cost savings, the Fire Department’s fiscal emergency
will threaten fire fighter layoffs and the curtailment of fire operations, as well as stressing the funding for all other county public
safety departments, like the Sheriff and the District Attorney.
Exorbitant overtime costs at the Fire Department are eating the
budget alive. Recently proposed staffing adjustments at nine
select fire stations are intended to achieve between $2-3 million in
overtime savings annually. These staffing adjustments are part of
a plan developed and agreed to by the fire fighters’ union approximately five months ago, which the county may implement in the
event of a fiscal emergency.

Eastern Kern Diversification Study
The County of Kern and the Kern County Economic
Development Corporation was awarded a $450,000 grant
from the US Department of Defense to conduct a study on
the economy of Eastern Kern, and what it would be like
if the two largest employers, the military installations at
China Lake and Edwards, did not exist. Unlike similar
economic studies that use hard data, this study looks to
gather input from a wide range of input gathered at community workshops with residents, small business owners,
and local government officials.
For Tehachapi, the draft study plan found that tourism is
a strong and vital part of the mountain region’s economy,
with a high quality Main Street and downtown district
with numerous shops, restaurants, and amenities. Tehachapi also boasts several small and midsize employers
in diverse industries ranging from agriculture, hydroponics, renewable energy, and advanced manufacturing. The
California Correctional Institution adds another level of
economic diversity, and Tehachapi’s two airports are also
important economic drivers. Tehachapi was also identified in the study as Eastern Kern’s most balanced/diversified economy. The study also looks ahead to the future
with new state of the art hospital and its contribution to
the area’s economy, and exciting events such as the Gran
Fondo bicycling event which brings thousands of visitors
to the area.

While this plan has been the only option available to the Board of
Supervisors to achieve immediate and meaningful reductions in
overtime costs, this plan has been put on hold pending an alternative plan the fire chief and the fire fighter’s union is discussing
in negotiations that will achieve the same or greater savings as
the staffing reductions. I am optimistic these alternatives can be
achieved; however it is incumbent upon the fire fighter’s union to
agree to any alternatives.
This much is clear - without a meaningful contribution from the
fire fighter’s union, working with the fire chief, the Board of
Supervisors’ ability to fund other vital public safety operations is
severely threatened.
RENEWBIZ
The RENEWBIZ (Renewable Energy Neighborhood Enhancement Wind and Solar Business Investment Zone) Grant Program
assists organizations with the cost of developing or improving
commercial and industrial districts within the unincorporated
communities of Eastern Kern County. It is a flexible source of
competitive funding for a broad range of facade improvement
activities. I am proud that RENEWBIZ has helped so many
businesses in the Tehachapi area revitalize their buildings, and
bring a freshened look to our unincorporated communities.
Here are some statistics for the RENEWBIZ program in the
Tehachapi area for the 2016-17 term:
•
•

12 grants awarded to area businesses
$112,157.86 in total grants awarded, with highest grants
being $10,000

2017 Tehachapi Heart & Stroke Walk
Sunday, June 11, 2017

8am Registration ♥ 9:30 am Opening Ceremony ♥ 10 am Walk
Adventist Health Tehachapi
1100 Magellan Drive, Tehachapi
Registration is Free! Donations Welcomed!
Register online at:

www.tehachapiheartwalk.heart.org
Or return this completed form to the American Heart Association
Attn: Tehachapi Heart & Stroke Walk
PO Box 22830
Bakersfield, CA 93390
For general information call the American Heart Association regional office (661) 327-1173.
For heart walk information contact Trish Reed, Heart Walk Director at (661) 805-1222 or
trish.reed@heart.org

To download registration form click here
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***RibbonCutting***
April 7th 4:00pm
Light Refreshments will be served

***Re-Grand Opening***
April 8th 10am – 3pm
*Dog and Cat Food Sales
* Treats and Toy Specials
*Raffle for Mikayla and Teddy’s Harness
*Food
* Jumpy House
* Giveways
798 Tucker Rd. 661-822-0307

YOU ARE INVITED!
PLEASE JOIN US FOR OUR
GRAND OPENING & RIBBON CUTTING

Wednesday, April 19
4:00 PM – 6:00 PM
RIBBON CUTTING @ 4:30 PM

Start Accepting
Credit Cards
For
Your Business!

20011 W Valley Blvd Ste A, Tehachapi CA

Contact us for more info:
661-368-4447 – info@trailheadins.com
www.TrailheadInsurance.com

Trailhead Insurance Services, LLC
Your Path to Peace of Mind

Home – Auto – Motorcycle – RV – Classic Car
Business Liability – Commercial Property – Work Comp
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HR Corner
New Criminal Background Regulations Coming July 1
CalChamber
Gail Cecchettini Whaley
March 27, 2017

On March 27, 2017, the California Office of Administrative Law (OAL) approved new regulations relating to the use of
criminal background information in employment decisions. These regulations will be filed with the Secretary of State’s
office and are effective on July 1, 2017. Employers will have additional burdens under the new regulations.
As previously reported, the California Fair Employment and Housing Council (FEHC) proposed these criminal history
regulations last year.
In addition to reiterating existing prohibitions on the use of criminal history information in California, the regulations
require employers to demonstrate that any criminal history information sought is job-related and consistent with a business
necessity.
Employers can demonstrate that the consideration of criminal history information is appropriately tailored to the job in one
of two ways:
•

Employers may conduct an individualized assessment of the circumstances and qualifications of applicants/employees
excluded by the conviction screen. Before taking an adverse employment action, such as refusal to hire, the employer
must give the individual notice of the disqualifying conviction and a reasonable opportunity for the individual to
respond and demonstrate that the criminal history exclusion should not apply to his/her particular circumstances. The
employer must consider this information and determine whether an exception is warranted.

•

An employer may demonstrate that its “bright-line” conviction disqualification policy (one that doesn’t contain an
individualized assessment of the facts) properly distinguishes between applicants and employees that do and do not
pose an unacceptable level of risk and that the conviction being used has a direct and specific negative bearing on the
applicant/employee’s ability to perform the duties or responsibilities necessarily related to the position.

Any bright-line rule that includes conviction-related information that is seven or more years old will be presumed to not be
sufficiently tailored to meet a job-related/consistent with business necessity defense. The burden will be on the employer to
rebut this presumption.
Regardless of whether an employer uses a bright-line policy or conducts an individual assessment, if the employer gets the
criminal information from a source other than the applicant or employee (such as through a third-party background check),
the employer must provide the individual with notice and the ability to challenge the factual accuracy of the information.
This notice must be provided before any adverse action can be taken.
Even if the employer can show that a criminal history inquiry is job-related/consistent with business necessity, an individual
can still bring a discrimination claim if he/she can show that there is a less discriminatory and more effective alternative
means of achieving the business necessity.
The California Chamber of Commerce asked the OAL to reject the regulations on numerous grounds.
In addition to these new regulations, the California legislature has introduced legislation (AB 1008) that addresses the use of
prior criminal history information in employment decisions.

Congressman McCarthy, Senator Fuller & Assemblymember Fong
Mobile Office Hours at the Chamber
Government Representatives will hold office hours at the Chamber office on
Tuesday, April 18, 2017.
10:00 a.m. to 11:00 a.m.
Congressman McCarthy, Representative Keenan Hochschild, 661-327-3611
2:00 p.m. - 3:00 p.m.
Senator Fuller, Representative Romeo Agbalog, 661-323-0443
2:00 p.m. - 4:00 p.m.
Assemblymember Fong, Representative Tanner Dyrness 661-395-2995

7

Chamber Member Celebrations

Chamber Directors Jim Wallace, Carolyn Wiles Stephanie Ursua, Kathy Carey and Carl Gehricke; Chamber President Ida
Perkins, Chamber Ambassadors Sandra Honea, Carol Duetsch and Pat Doody joined Foundling Reclamation Furniture for their
Grand Opening/Ribbon Cutting on Friday, March 3, 2017.
Foundling Reclamation Furniture is located at 112 East F St, Ste C. For more information call 661-578-8802.
Congratulations!!!!

Chamber Directors Carolyn Wiles, Stephanie Ursua, Kathy Carey and Carl Gehricke; Chamber President Ida Perkins and
Chamber Ambassadors Tina Larson, Carol Duetsch, Sandra Honea, Pat Doody and Harriet Clendenin jointed Have a Heart
Humane Society for the 1 Year Anniversary Celebration of Rescued Treasures.
Rescued Treasures is located at 1121 W. Valley Blvd, Ste B. For more information call 661-822-5683.
Congratulations!!!

Chamber Treasurer Carolyn Wiles and Chair-Elect Stephanie Ursua
presented a Certificate of Congratulations to Have a Heart Humane
Society President Carol Larimore and Treasurer/CFO Gina Christopher
for the 1 Year Anniversary of Rescued Treasures on Wednesday, March
8, 2017.
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Chamber Services

2017 Chamber
"Business After Hours"
Mixers

For Members Only

Mailing Labels
$35.00
Electronic (Excel)
Mailing List
$50.00

Employment Posters 2017

Members
Non-Members

The Chamber is currently in the process of preparing our Chamber
Mixer host schedule for 2017.

$57.00
$76.00

Directory of Members

Chamber Mixers are held on the second Wednesday of each month
beginning in April and running through November. Months that are still
available for 2017 are May, September, October and November.

Available to all at No Charge

Website Advertising - Members Only

Contact Chamber Office for pricing
and options
Free to Members Only

Display of Cards & Brochures in the
Chamber Office
Referrals From:
Phone Calls Walk-In's Internet
First Hotspot in Newsletter (first 90
days of membership)

If your business is interested in hosting a Chamber Mixer or would
like additional information, please contact us as soon as possible at
661-822-4180 or email to chamber@tehachapi.com. Mixer dates fill up
rapidly and are on a first come first serve basis.

Advertising - Members Only

Newsletter Hotspot
Newsletter Card
per month
per year
Relocation Packet
Insert/per year

$ 35.00
$ 25.00
$200.00
$125.00

sSupport
ho
p local!
your local business community
www.tehachapi.com

SUN

MON

TUE

April 2017

WED

THU

FRI

SAT

Bright Lake Fishing Derby
5 AM 661-822-3228

For detailed information on events, visit our Community Calendar at www.tehachapi.com

2

9

16

3

City Council Mtg 6 PM

10

17

City Council Mtg 6 PM

23

30

24

4
Board of Directors Mtg
Chamber Office 4:30 PM

11

18

Government Reps
See page 7 for appt info

5
GTEDC Mtg 7:30 AM
Tehachapi Police Dept.
220 West C St.

12

MetroPCS
Grand Opening 4-6 PM
Ribbon Cutting 4:30 PM
807 Tucker Rd, Ste A
661-823-4032

19

Trailhead Insurance
Services, LLC
CHAMBER LUNCHEON Grand Opening 4-6 PM
Ribbon Cutting 4:30 PM
Big Papa's 12:00 PM
20011 W Valley Blvd Ste A
TVRPD Board Mtg 5:30 PM
661-368-4447
Rotary Club Non-Profit25
26
Showcase 5-8 PM
Jacobsen Middle
School Gymnasium
711 Anita Dr
TUSD Board Mtg 6 PM

6

13

20

27

1

Canine Creek
7 TVRPD Easter Egg Hunt 8
Pet Wash & Boutique
9:30 AM Meadowbrook Park
Grand Re-Opening Ribbon
Canine Creek Pet Wash &
Cutting 4 PM
Boutique Grand Re-Opening
798 Tucker Rd #5
10 AM - 3 PM
661-822-0307
798 Tucker Rd #5
First Friday Art Reception 5-8 PM

14

15

21

22

28

Bark for Life Dog Walk 9 AM
Tehachapi Depot Museum

29
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